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WHAT

Identity theft occurs when someone uses your name or personal information,
such as your social security number, driver’s license, credit card, telephone or _
other account numbers, without your permission. With this information, identity \@
thieves can open credit, bank, and utility service accounts, and make major purchas-

es—all in your name. Identity theft can result in damage to your credit rating and denials of

credit and job offers.

HOW

Identity theft commonly begins with the loss or theft of a wallet or purse. But criminals have other ways
to get and use your personal information to commit identity theft. They might steal important docu-
ments from your mail or garbage, scam information from you by posing as a legitimate business per-
son or government ofycial, or ynd out your personal information in other ways without your knowledge.
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The following are steps you can take to minimize the risk:

Do not give out your social security number to people or companies that you do not know.

Before disclosing personal information, make sure you know why it is required and how it will be used.

Shred information you no longer need that contains personally identiyable information and account numbers.
For example, credit card receipts, billing statements and pre-approved credit offers should be shredded before
you discard them.

Guard your mail from theft. Promptly remove your incoming mail from your mailbox and place outgoing mail in
post ofyce collection boxes.

Keep the personal information you have at home and at work in a safe place.

Do not carry extra credit cards, your birth certiycate, or passport, or other cards that display your social security
number in your wallet or purse, except when necessary.

Create unique passwords and personal identiycation numbers (PINs) and avoid using easily available
information such as your mother’s maiden name, date of birth, or the last four digits of your social security
number.

Avoid leaving a trace of your password on public computers by making sure it is not left on the computer’s history.
Use passwords on your banking and brokerage accounts.

Get a copy of your credit report at least once a year. Review the reports to be sure no one else is using your
identity to open new accounts or to use your existing accounts.
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If You’re A Victim

» Contact the fraud departments of the three major credit bureaus (Equifax, Experian, Trans Union) to
place a fraud alert on your credit yle. The fraud alert requests creditors to contact you before opening
any new accounts or making any changes to your existing accounts.

 Close the accounts that you know or believe have been tampered with or opened fraudulently.

* File a police report.

« File your complaint with the Federal Trade Commision (FTC).

For more information, visit the FTC web site at http://www.ftc.gov/bcp/edu/microsites/idtheft/
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